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- Global Biometrics Market Size Forecast in 2013(forecast): 8.5 Billion US$
- Compound Average Growth Rate(CAGR) : 18.48% (2012 - 2017)

BAYT : (Billion US$)
20

CAGR 18.48%

15 1

10 ¢

2012 2013 2014 2015 2016 2017

( Source: Global Biometric Systems Market Forecast & Opportunities, 2017 (c) TechSci Research )
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Fuzzy Commitment Scheme
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Fuzzy Vault Scheme
A.Juels, et.al. (RSA), “A fuzzy vault scheme”, 2002

HRIEEFHB,B’ DL S A set difference (FEBEDODEZRK) THEZ 5NDIERIC,
RDETIEERZE AWTERISHRBICHBORSEIBIAN/ETTIT DI EEAEET 5.
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Y PV AR
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ISO/IEC 24745: Biometric Information Protection
TV 7L — MRERAARFEIEO—RNBIEREZ ER

Enroiment Storage Verficatson
Sgnal procassing Comparison Signal processing
Subsystem RBR Subsystem Subsystem
Captured

Captured ) Pl PI* Bometric
Biometric Puscdommas [~ > 1 Psestonecus Probe
oo o Sor o e
S.m., § g Locoow Rocodmw § ; - San'oie
") | -AD.E L ADLl  pwy

Q- Q-
o> o
Descard Oiscard
Pl Pseudonymous |dentifier

AD Auxchary Dats

PIC Pseudonymous identifier Comparator

AD: Auxiliary Data, Cancelable Biometrics I[CHFD/XTX =5, NAAXKNY Y IBESICHEITDEIT—%
Pl : Pseudo Identifier, Cancelable Biometrics [CE1F2/XTX—FP/)INA A X MY v IBESICH 1T 5 E/H ()
% Cancelable Biometrics &7 2/XTAXA—F F2—XT—XICEDAD, Pl, £55 & L ERATEE
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ISO/IEC 30136: Performance Testing of AlsT

Biometric Template Protection Schemes
> 7L — MREEAMNEEEOFMERICOWTE

- How often does the system falsely reject a genuine user?

- How often does the system falsely accept somebody else?

- Is the stored template jrreversible, i.e., how difficult is it for an attacker to recover the
biometric from the template?

- How much storage do the templates require?

- Can an attacker combine two or more templates to gain an advantage (unlinkability)?
- How many templates can one extract from a given biometric (diversity)?

INAAARY RSO0 T EE S 1 )\ S

2 k-bit secret
) 0 om0 8, FAIEYRRE i
: 1p : : & G'Z
N ¥ # >< ‘:) D) ERICRLHD 7)
' 1 ; n-bit biometric |$ :
BSC-p i . : A
@ - 0§;<<0.5 : % @ features ”&m
- ; Enrolment
e ? C M BRECVMEE L moBaraEEORKEE
p il Nl - WA TR ROBKE2MEN > K S 1B
1 5 0 B : : o o - ~
¥ o pf;ﬁo_s . ” .1 —n-kEY MORBHRINRNTWSEEZS5ND

Z£%) Shantanu Rane, “Performance Testing of Biometric Template Protection Schemes ISO/IEC 30136”

narionaL insTirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST) 38



Irreversibility

Enroiment S«c-rage Verficabon

Sgnal processing Comparison Signal processing
Subsystem RBR Subsystem Subsystam
Captured

Captured Pl Pl PI* Biometric
Biometnc Pu-;;:;’wnn T : Pw;)x;,r‘:-.\ Prode
.« o -
S.rm‘e. § g Locoow Rocodm § g .‘ sm'e
(PIE) -ADE , ADLl  ewy

\J \j
Q- ~ -« — L
< PLADDSHMBEEIETTEZN? o<

Oscand Oiscard
Pl Pseudonymous |dentifier

AD Auxchary Dats

PIC Pseudonymous identifier Comparator

PT ¢
b—s PT = (PI, AD) Adversary

AD: HBhIES e

Randomly chosen

Pl: f%‘%ﬁ@ features b Win ’Lf h— b/

Biometric Database

a2 AIST
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D—1)

i

|

I~
A.

Irreversibility

(1) BDA(Biometric Dictionary Attack): Token
. N o 1| @2 Enrollment process
ERERONHER > TWBREBEN, HIICH > il I vt
'I%#ﬁ% }EH L\TI&%%% ?ﬁ' 5 Client i , Server
| sty - EOCmeotng ]|~ Emmg MU )
(2) ECSA(Exhaustive Codeword Search Attack): - ’ ’é}
— — e — - =~ N o ) Ak 3 Raw data ==~ _Bil extracting f===- = ata storage
BAWULRET Y 7L — M B85 NS HABRETS)D I . .
Raw data —-’I Bit extracting I -
HEAVTHEZTS ~  Yeee - G
I ECC decoding H Hashing } = Comparison
(3) Decoded Biometric Dictionary Attack(DBDA): v

e — s Accept / Reject
(NEZE@EHEDLE. WAWLLRET Y TL—MD5R5  Euzy Commitment Schemelc#td 3 2 {4 S

N3P BEERDOS5. EFRBERODHICHKESDDDHZH WEE B THHEER

WTKEZITD

7 (1)BDA 0.1%
p. . _ B:(0)] ~
BDA= g (2)ECSA(TRER) 0.3%
Prre s — 1 _ 1 (3)DBDA(1RX) 20.7%
BESA = on pxeC) || — -
B X REFETIR& D ERAREMN
Ppppa = FAR - — -~ (Ppcsa)* STAfiH AT BE

B ()] - 2"

"Fuzzy Commitment SchemeZFAWc/AAL A X MU Y IVBSICHITZFRET Y 7L — NOR2WTHE, KHFER, AKREE, BERA, BROMEZSHIES 2013E114.
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Unlinkability
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- A5 >4 GenKey(PrivID) : #88GREEIC/N\AM AXA N Y w VS Z=EBAL &R % ER

- IRE(LEIW

- ISO/IEC 24745 Biometric Information Protection(7ZJL 3V X L DERSE)
ITU-T Recommendation X.1091: A guideline for evaluating telebiometric template

protection techniques (R4 8EEHI D FIE)
ISO/IEC 30136 WD3 Performance testing of template protection schemes(fr

| REFHI TS 1R)
ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)
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DT FEFUKED

Million Dollar Border Security Machines
Fooled with Ten Cent Tape

So muach for blometrics and imenigr
scurity: A South Korvan woman
managed to focd a million-dollar
fingerprant rendieg smachine in Jap
border controls using a simple plec
pe stuck 1o her fingers

It happenod at Tokyo alrport. The

woman has repestedly entered Jap
using the same trick without anybo
poticing. Japanes: officials say that they suspect many others have beem doing the
things, demonstrating that the blometric systems they installed In 30 alrports in 20
the tune of $45 milbon-are completuly useliss. The woman was deported in July &
for Ulegally staying in Japan as a bar hostess in Nagano, but she entered again witl

) - » £ . LA ~ eN L o

a2 AIST

dlnl

=50(1)

2009F1H., T—7TEN=ZzZ
25 ETHANDAEEEZ
Bl L s U THAEAZ M2

ANE LR g

http://gizmmodo.com/5122259/million-dollar-border-security-machines-fooled-with-

ten-cent-tape
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DT EUKEZEDEH2)

2 s i badd 20133/, 77V - N
octor caught red-fingered, buddy- g o
punching absent co-workers in Brazilian '7 D DREic 21859 2 RN,
hospital YDAV THRELIIEZES Z
Pl fue owmee o C TIRIGRIEET DIRIF. 30A
e ven caopt vins eorn o s, AL DFIRDENTE % f3E L T L

30O0ANG Ne BIOMmAaNc workforon Maragement sclton nyated ot -
\ ;b \ —
hosptal outsce of Sa0 Pavlo % — t 75 73 2 7—"‘0

Naking headines aound He work] this moming, he Jocior, 29-yearoid Thaure Nynes Farein

has Seen presied. and 2CCOrs N 5 2 mpar n Foita O 5§ Pavie, Femers 42 p0ice 3o had
Deon gaing Be siicon Sngers &3 she had Been contoed by her ampioper 1 90 50, 85 she Boed
ISsing her o

Folowng sussioon Tl some 3001 of iaud had Daen OCCuming, Camess wars netaied nea’ Be
DOminC S Jock and rwerualy Caught e docior ned-handed

L — B T

http://www.biometricupdate.com/201303/doctor-caught-red-fingered-buddy-
punching-absent-co-workers-in-brazilian-hospital
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Presentation Attack ®D73*28n1so 30107-3 wp1)

Attack Presentation Characteristics

General Noun

Other Natural

Adjectives describing categories

Non-
Complete Altered Conformant

Qualifying adjective. Under each sub-category, these types are listed based on a general
sense of increasing difficulity to detect(from left to right.).
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Presentation Attack ®D73*28n1so 30107-3 wp1)

RN54E INGRE 11
Complete |7'318, #BimESNIcEE
Artificial — - — : .
Partial EERZDITIIE, YU TR, INT—2HH]
Rlehfza>vv o LR
Lifeless |FEAD—EB, YK iziE v F
Altered FMICE>TANBZ SN DUIlRE s
Human Non- BEOXRBLIEOAIER & WS B GRELZED
Conformant [A7]
Coerced |EEHCHEBISNIEAL
Conformant |FFiiZEIc L2 O 74— M DIE
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(in ISO 30107-3 WD1)

1] S _‘;
Cooperative  |tEANISHUE A S EEIBLTAE |20 VEEPF, B
DN R
o CEZBYIH S)EFESHE BIENICES U (S8, E8F,
TAF %,M,W&
~ecord! ASADA T« FEANTEENEUT|BE, RELCTA, &
ecording o=
A%E SEN=Pa
Template T — MO SERFHZETTULT

Regeneration

AF

BAEREK, BB

Imporsonation

AN&ABRNR@EBZ T TE D DEFRSSE
ZANDERFHICERUTAF

A1 —457RX
R

Synthetic Samples
Generation

BOEFRIFHZER U TATF, fERL
BT EREFEICBITWVWTHRITW
WS THLW

BNER, R EH,
BHEEEH, TIL7E8H
= RICEA

7)),
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Presentation Attack ®=Fl&

m

FIRBHRDAZ

v

1B EEARDER

v

Y HANDER
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HRRFELD ATF(1)

5] EI’J7ZL D 3‘ 3 b(cooperatlve)

W EFWENREDERY Y T EE
BAFL. 2D oREVZIERT S
EWTE D,

Ref) http://prag.diee.unica.it/fldc-tset/LivDet_2013_slides.pdf

Latent

EEY)(Latent) ) SIBEYDIT L IR D ER
%'&&%A%?% (& tb\_tééo
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A

FRIBFEHRD A=

Template Regeneration
T 7L — DO ERGEZETLTAFIT S

EEDEBERNSH T DEER(T
V7L —MNZHEET DEER,

BEXA7DHzRAWTILED
BRRTHEZIT> TW,

(2)

) WEDIREK

TCERXICH LUV E B Z N BRY Z R U
THREZTD5, YCOREBAAFZHMITTEHEXTDR
BAAT7ZEHITH EBNIEYZH L WKXET B,
BEfRICLUTEREZEFHL WS ZETREROY
DEWERZHTE T 2HRRFE(ERETTERICK
L 0,200,500,3200[8] 25 58 Z Al 2 1o BR D EIR)

Adler, et al, Biometric Conference, 2003
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AFULREEXKBHRZFIAL BEEEDIER

Cast(two step

1.8YEY D (Molding)- AR D = RTRIR

ANEDNSF ¥ TF vy nfcBBE. ERARMTES L
fciEDRE, 7Yy NERICHR S niciENR E

mold/cast
process) 5 oy R ~ BEIAY R, MEPESFY. YU IAVRBREDRM
2.5 B (Casting) - B4H 5 DEBE4AR CHE o oy e 1 &
gy — N ITRPEE. B BRiR/NY —Y R EEZBBEDH B
=KL 7I >k L7V kLSO
FEDIE =%TTU Yk BEMNEIRIS N5 7 ML X BIROERKRHED
(&) Direct - RIENIATIOFEDRE
Rendering
IvFVT ERICENZIZYFYIMIULEHD
RAVTaAVT - ANIREICEMEEE | ATOBICITEOEEZEINIZEDY, ATDFIC
RV & BIMOBRRZHE W ZHD
b o o5 b ot [ — . L | EICEEAZ DU b, (LiE. XD S L ATREL AR
Mask L HREBEHOBEYIC L DZTEEPHE s TEALY X, AE— DY RIS
Computing | ZvZ7hy7PFTL Y McRRSNc .
" device ERPETA 2R - AR OER PEE
OBl
(B /=) Time series B R TR & o 3R BEOHZKE, TIYYINITLY hEAWCEADE
player TR R =B 5 MEOBERRE

BOERIRE
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Static physical reproduction (1)

Cast Dl

VAV D (Molding) & B2 (Casting) 22D 7O AN SEBEREI N5
1. BUEYD

AFUIERSEHZTICRZ/ERT 5

2. B Ay
Blco)ayvEoFraRUiIAATEEIS Z/ER
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Static physical reproduction (2)

Direct Rendering

“RLTY Yk TyFVT

EX: 7)Y MERICHULT
ENER=ZE Ty FJ0EBL
b D

http://www.atmarkit.co.jp/fsecurity/column/ueno/48.html

RAVTAT

Lo
~
~
’

Lefohn, et al, IEEE Computer Graphics & Applications article, 2003.

M HRICX U=
B L = 3018 E
R FAER & 1ER
LicbdD

Nesli, et al, IEEE International Conference of the
Biometrics Special Interest Group(BIOSIG), 2013.
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Static physical reproduction (3)

Mask
S RESFEOBEEYIC KL Z2ZEEPH
, Bl ATERY Ric &
(B S I DERK E— _
"
~/ . 2
4
<
| T——

Source) Chaos Computer Club

T
lit

Nesli, et al, IEEE International Conference of the Biometrics Special Interest Group(BIOSIG), 2013.
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Liveness Detection®

(1) EERDE

a2 AIST
7748

SRS

SEOHDFOEEDRNHEZE

WTREYZHET SR
e g
Bl) - FFRDEET HH =

& S ENRIYHIE
Pp— T .
¥:3-{ok "

- FRIRBIE

- v
-

- JED RETP KUY

1R (BRI

N
~

FIRI (& R 2058 13K)

X. He, et. al, Advances in Biometrics, 2009.
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PADZ A

TIARAFPNR—R
RO SR RITE L THRENCFFS

Maatta, et.al, [JCB2011.
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 LBPERZERICH T2 EEE R DEL

E(ER) EA/ENRIY)DOEBRIGIES ICBLE-> T
WBHN LBPEERZEREICEWVWTIHEWHNTEE &

VAN

mEZHAGDE S (R

DIIII

a2 AIST

5 7 B PA

-([C P

T—aoAR—X
WROFE 2z HE L THRAICH

Bao, et.al, IASP2009.

(b)

K: AT HIL70—-CL2EBEDEVNDARIL
()R ZF TR > TRRILIEHD, b)IFRLUH

DZEELUTRRLEDBD, (O)IFERICEAERZIRR
LicbD, 2D &tk UTEMBHZZLTWVWS S
Ehhbh s

8)9 5 ETRICERERRA S AlEE
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Liveness Detection®D 48

(2) EARDEEFHBNME

MmA, MM MK, OERIKER, RAOELICKLSBEWELDOIERE

-

-
2\ o . v L, G W W G S - ;ﬂ
o | STORE! | -
8 L, 1216 —YECTO z
R mm? R IMAGE nmegu 8 ! :
' l -
(eeo cavens) " |crasser| "PROCESSING] T |COMPARISON ,
10 == - - —
20 l STORED 0 F
|
o™\ I"’:éé‘é?-‘rm‘ pocerreeRcill S
_____ RANG 24 | by
24 R (B £S [ IZXXXY £
T ANALGG ]!, N ~+{ PULSE [ 11
ELECTRODES) T|ELECTRONICS|T, o4 VIA EKG | |1
26 ' | muLmeLEX #+] PULSE ' g
( LEDS & ANALOG ; ANALCG SENSOR -4 VIA OPTICAL [
PHOTODETECTOR) | |eLECTRONICS||T|  TO  [*|PROCESSING|| |k or=Fenmen | 2
DIGITAL f- | -
28 36~ ! = +ISATURATION =
TEMPERATURE)\I ANALOG J_;:cn b B ke sam :
SENSOR | [ELECTRONICS |1 - - / = TEMPERATURE|™ ||
| | 4
| SENSOR || s B A comwrAre |_J' X
Fig.1 ' INTERFACE | 33— {CORRELATION| | 4
' bl o B AR COMPUTERSYSTEM _ _ _ _ _ s B

L ECGEENY —Y—DIsahE D RiE - DEN - I OEAG O EIC K SRAN(US Patent)

Ref 1) C. X. Zhao, T. Wysocki, F. Agrafioti, and D. Hatzinakos, “Securing handheld devices and fingerprint readers with ECG biometrics,” presented at the Biometrics: Theory, Applications
and Systems (BTAS), 2012 IEEE Fifth International Conference on, 2012, pp. 150-155.
Ref 2) D. Osten, H.M Carim, M.R Arneson, and B.L Blan, “Biometric, personal authentication system,” Minnesota Mining and Manufacturing Company, US Patent #5,719,950, Feb. 1998.
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Fv LI L AN ABIPAD

Voluntary physiological 0
BRBDVWRERRBARACK>TIY

:
s

N , V/"”/‘
NA—LTEBVRIBERNET BIET 17| o '\ —
ERRAZITS G o |

§
- HIT & B BT O U ol == \
- BRERE RS | e, Y

] . X : Bz H TIROELEROEL

Involuntary physiological 21y FEA VI LRI L T S
ABORA & BRI RITHICED K R BIE
IB5IETERRMZITS
- BEEREEIC B 1T BB =R A .
- EERAICBITEF—T— REE e

X : BzRUcBEEZRNT 5
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KRERICK D VIV INEDRRINES ...

KERKRZILTY XL )V BB

GACE) AR HESE

(CENhETORBRTHEShIcRKIE)

C. I. Watson, M. D. Gatrris, E. Tabassi, C. L. Wil- son, R. M. McCabe, S.
=L avi=s 5 Janet, and K. Ko, “User ’s Guide to NIST Biometric Image Software o)
}EHH’EHIE (NBIS), "National Institute of Standards and Technology , ” http:/ 42-4 A)

fingerprint.nist.gov/NFIS/ , 2007.

Y. Yamazaki, Y. Fujita, and N. Komatsu, “CELP- based speaker
= == verification: an evaluation under noisy conditions,” ICARCV 2004 8th (o)
HE% E'gHIE Control, Automa-tion, Robotics and Vision Conference, 2004., vol.1,pp. 50 /O

408-412, IEEE, 2004.

J. Daugman, “How lIris Recognition Works,”IEEE Circuits and Systems for

EI;?E,?\ §IE Video Technology, Vol.14, pp21-30, 2004. 426%
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Fingerprint Wolf
NZa1—Yv XY FYITAXANDYILTKE (Bozorth3)
Analysis of Bozorth3

Bozorth3 was much more difficult to find wolf patterns...

(1) Only up to 200 minutiae accepted
(2) Severer distance allowance of minutiae (within 15 pixels)
(3) Severer direction allowance within 11.25 degree (32 discrete directions)

Previous random minutiae arrangement approach doesn’t work!

Our Approach: (1) Arrange 200 minutiae s.t. area (circle of radius 15) of each minutia is disjoint
and packed together, and
(2) Direction of each minutiae is determined as the most probable direction at
each area around minutia, computed from Human distribution.

WAP=42.4%

I Bozorth3 can be said Vulnerable to Wolf Attack
- FAR Wolf (You can impersonate a person out of 3!)

60

80 |-

WAP=42.4%

40 -

20 -

0 20 30 0 50
A Comparison of Cumulative Score Distributions
Artificial Fingerprint with 14x14=196 Minutiae of Human-Wolf (Yellow) and Human-Human (Red,Blue)
+
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A I'_'I VZRR
offering keyword
% keyword wolf voice

:%MW

Synthesizing does

not affect the
utterance context

wolf template

WHAEBHICED CEFFERECHT S VLT
Given a threshold t > 0, and given an
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¢ Determine security parameter 6 > 0
e On input sample X, compute a true cumulative score distribution Px(s) and a threshold

7x = max{z|Px(x) < d}
(computing Px (s) requires access to distribution of human biometric feature distribution)

* Then, WAP <9
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ISO/IEC 30107 Biometric Presentation Attack Detection

S HEEHRERICH T BB DITEUVKRBORABER L. fHER EDESE
« 2011518 ISO/IEC 30107 “Anti-Spoofing and Liveness Detection Techniques”H 5a%a

s 2014518 X& % Framework, Data Format, Testing and Reporting M3/8— ~ (D E]
« 2014478 ISO/IEC 30107 “Biometric presentation attack detection”\N%¥ 1 NLZEFE

Override or modify database

ISO/IEC 30107
”_i(ip}__\\ Modify Biometric Reference %l \O_ I\ w*ﬁm
| 1
i o ; ) S p— e, Part1: Framework
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Live Finger FNPADR: False Non-Presentation Attack Detection Rate

n ; > Live Finger — Accept

Artefact

n 5!\\ > Artefact . Reject

FPADR: False Presentation Attack Detection Rate
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